PRACTICAL TRAINING. REAL SULUTIDNS SAFER COMMUNITIES.
TRAINING SPUNSURED BY:

SHERIFF'S OFFICE }.

INVESTIGATING -
SOCIAL NETWORKS
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JUNE 1ST & 2\°, 2026

TIME:
8:00 AM - 5:00 PM CST

(Central Standard Time)

LOCATION:

PUTNAM COUNTY JAIL
| 479 E Spring Street

— I Cookeville, TN 38501
INSTRUCTOR: = —_—
DETECTIVE RICHARD WISTOCKI (re) WHO SHOULD ATTEND:

@ !
Naperville Police Department - High Tech Crime 'l.‘ ® Law Enforcement Officers

@™ , Detectives & SROs

TOOLS. TECHNIQUES. INTELLIGENCE.
INVESTIGATE. IDENTIFY. SOLVE.

Over 33 years of law enforcement
experience as an ICAC Investigator

@ Criminal Investigators

® Task Force Members

e Parole/Probation Officers
&

L]

Detective Richard Wistocki (Ret.) has over 33 years | Prosecutors

of law enforcement experience specializing in Dther F'ubhc Safet}r PfﬂfESEIGHH|S
ICAC investigations, digital evidence, social media x —— r— e — /

intelligence, and cybercrime investigations. He 2 = =
currently serves as a Deputy Sheriff with the STU D E NTS WI “_ R E CE | U E .
Putnam County Sheriff’s Office. Gk :

Comprehensive training manual
and resource materials

@ COURSE OBJECTIVES:

g Obtain the basic overview of various social networks and the information they possess,
Understand how computer and cell phone forensics work. wEd
& Learn how to access Law Enforcement Portals for social networks. CEFtIIfIEatE ghaiiahance
@ Obtain crucial information in Internet and Social Network investigations. provided
& Understand how to obtain IP addresses, screen names, email headers,
social network user IDs, and cell phone data for investigations.
& Learn how to prepare subpoenas and search warrants for social networking sites.
& Understand the Electronic Communications Privacy Act (ECPA).
@ Review laws involving Internet Crimes including: Computer Tampering, Stalking,
Computer Fraud, Identity Theft, Harassment through Electronic Communication,

Sexting, Indecent Solicitation of a Child, Sexual Exploitation of a Child,
and Child Pornography.

€ Overview of computer and cell phone forensics and when it is appropriate to
seize devices from victims or suspects,
& Understand the differences in charging various computer-related crimes.
@ Learn when it is appropriate — and inappropriate — to contact suspects in
digital crime investigations.
& Examine current cell phone applications and how they are being used today.
& Learn how to write Preservations, Subpoenas, and Search Warrants for digital evidence.
& Work actual cases from start to finish during class exercises.

Real-world case studies
and practical exercises

TRAINING FOR
SAFER COMMUNITIES

Stronger partnerships.
Smarter investigations.
Safer Tennessee.
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" @ IMPORTANT - PLEASE READ CAREFULLY M TO REGISTER:

@ Laptop Computer (Please open the laptop a day before, start it and PLEASE CONTACT:
g0 on onling so it can update)

; P
9 Be able to access your WORK email remotely from your laptop computer. Pt I-T i]ﬂ'l.l'm mLLIUH
| 9 Be able to download Search.org Investigrative toclbar in Chrome. ddillion@putnamcountysheriff.gov

Space is limited. i
Register early to secure your spot! 7 /)

% TOGETHER, WE CAN F‘REUENT CRIME AND KEEP CUMMUNITIES SAFE. %

| 0 Be able to open a “Word"™ Document to view files and take notes.

9 All students must follow agency policy regarding use of provided tools.




